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HOW TO USE THIS PLAYBOOK
This playbook has been designed to help you to educate your customers 
on the topic of alert management, and drive conversations with them 
about how FireEye can help them solve their alert management 
challenges. It contains:

• The FireEye proposition for customers from any vertical, of around 
500 employees, who are actively looking to address their security 
challenges.

•	 A	summary	of	the	benefits	of	FireEye	to	you	and	your	customers.

• Information to help you start conversations with your customers, 
based on the maturity of their information security landscape. These 
conversations will move them through your sales pipeline and towards 
making a purchase with you.

•	 Online	locations	where	you’ll	find	more	assets,	training	and	
information to support you as a FireEye partner.

Keep this playbook to hand, and refer to it if ever you need a reminder 
of FireEye’s messaging and value proposition in the context of alert 
management.

The playbook has been developed by the FireEye EMEA Partner 
Marketing team. If you have any questions about the content, or want any 
further information, either consult the resources listed at the back, or 
contact your FireEye Partner Account Manager.

THE BENEFITS OF THE FIREEYE 
ADAPTIVE DEFENSE APPROACH

YOUR CUSTOMERS WHAT CAN YOU SAY? NEXT STEPS INFORMATION AND RESOURCESADVANCED THREATS —  
A MANAGEMENT CHALLENGE

HOW TO USE THIS PLAYBOOK
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The situation
Traditional system and security management tools — including SIEMs1 
— are generating thousands, perhaps hundreds of thousands, of alerts 
every day. 

Unsurprisingly,	security	teams	are	struggling	to	keep	up.	Simply	finding	
the alerts that signify a serious threat can be a challenge, and once those 
alerts are found, security teams often don’t have any information on 
how to properly action them. In this environment, it should come as no 
surprise that a recent study found that 97% of respondents, across every 
major industry and 63 countries, had been breached.2

The complication
The attackers behind some of these breaches are also a new breed: 
intelligent, usually working as part of a group, often state-sponsored or 
criminal	gangs.	They’re	persistent,	and	often	after	specific	information	
from	a	specific	organization.	And	they	also	know	the	pressures	security	
teams are under to manage the alerts their systems generate.

To	protect	themselves	today,	organizations	need	to	help	their	security	
teams focus only on the alerts that matter. To do that, they need to 
leverage the only thing capable of beating human attackers: human 
knowledge and experience of attackers, their methods, and how best to 
counter them.

ADVANCED THREATS —  
A MANAGEMENT CHALLENGE

FireEye’s position
FireEye alerts security teams to the threats that matter, by combining 
state-of-the-art technology, unparalleled threat intelligence, 
and expertise gained protecting some of the world’s best-known 
organizations.	We	also	provide	organizations	with	the	context	and	
information necessary to remediate cyber attacks, helping them work 
more	efficiently	and	effectively.	

Learn more about the technology FireEye uses to help with alert 
management here.

The wider approach: FireEye Adaptive Defense
Our proactive approach to alert management is part of a wider approach 
we take to the whole threat analysis and prevention lifecycle, which we 
call FireEye Adaptive Defense.

Discover more about FireEye Adaptive Defense here.

1 Security information and event management system
2  FireEye and Mandiant, a FireEye company. “Cybersecurity’s Maginot Line: A Real-World Assessment of the 

Defence-in-Depth Model.” May, 2014

HOW TO USE THIS PLAYBOOK THE BENEFITS OF THE FIREEYE 
ADAPTIVE DEFENSE APPROACH

YOUR CUSTOMERS WHAT CAN YOU SAY? NEXT STEPS INFORMATION AND RESOURCESADVANCED THREATS —  
A MANAGEMENT CHALLENGE

https://tfs.fireeye.com/course/view/id/1146/
https://www.fireeye.com/products/fireeye-adaptive-defense-cyber-security.html
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THE BENEFITS OF THE FIREEYE 
ADAPTIVE DEFENSE APPROACH

3 Security operations center
4 Computer incident response team

CUSTOMER BENEFITS PARTNER BENEFITS

• Ensure that security teams are only managing 
with the alerts that matter.

• Gain insight and advice to detect and respond 
to threats within hours, instead of days, 
weeks, or even years.

• Free up security teams to work on new 
projects, increasing productivity.

• Gain the capability and resource to move 
from a SOC3 to a CIRT4, enabling proactive 
management of security threats.

• Provide your customer with more robust 
defense, improving your reputation as a 
security provider.

• Open up new revenue streams and 
opportunities within your customer base.

HOW TO USE THIS PLAYBOOK YOUR CUSTOMERS WHAT CAN YOU SAY? NEXT STEPS INFORMATION AND RESOURCESADVANCED THREATS —  
A MANAGEMENT CHALLENGE

THE BENEFITS OF THE FIREEYE 
ADAPTIVE DEFENSE APPROACH
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An ideal customer for FireEye’s services is:

•	 An	organization	of	around	500	employees	

•	 An	organization	that	understands	that	their	current	alert	management	
system is putting their business at risk

•	 An	organization	that	is	ready	to	spend	more	to	mitigate	that	risk.	

YOUR CUSTOMERS

5 Advanced persistent threat

Not all customers will be at this stage, but whatever their maturity, 
you can still talk to customers about their approach to risk and alert 
management,	and	help	them	take	the	first	step	on	their	security	journey	
with you.

POTENTIAL FOR BECOMING 
A FIREEYE CUSTOMER

NUMBER OF 
ORGANIZATIONS

MINIMALIST REACTIVE CONCERNED SECURITY MATURE ADVANCED

Position

Has security in place 
to meet compliance 
requirements. 
Other than that, not 
interested in security.

Doesn’t believe they 
are a target. Plans 
to deal with security 
threats as and when 
they occur.

Knows that they  
need to strengthen 
their security 
measures, but unsure 
where to start.

May be assessing 
APT5 solutions. 
Concerned about 
volume of alerts their 
teams manage.

In the know about 
advanced threats, 
and eager to take a 
proactive approach to 
threat detection.

HOW TO USE THIS PLAYBOOK THE BENEFITS OF THE FIREEYE 
ADAPTIVE DEFENSE APPROACH

WHAT CAN YOU SAY? NEXT STEPS INFORMATION AND RESOURCESADVANCED THREATS —  
A MANAGEMENT CHALLENGE

YOUR CUSTOMERS
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MINIMALISTS REACTIVE CONCERNED SECURITY MATURE ADVANCED

Action Educate on the need to 
improve their security.

Educate on the 
immediacy of the threat.

Discuss the need for effective 
alert management.

Discuss FireEye Adaptive 
Defense in the context of 
alert management.

Discuss FireEye Adaptive 
Defense’s unique approach 
to security.

Conversation 
starters

“What’s your appetite 
for security risk?”

“Do you know how 
little your security 
measures are really 
protecting you?”

“Do you appreciate the 
scale of security threats 
in the current landscape?”

“Let me prove to you that 
your business is a target 
for cybercriminals.”

“Let’s look at how you can 
sort through the alerts you’re 
getting more effectively.”

“What if you could get alerts 
with context to help you action 
them effectively?”

“What if you help your 
team	prioritize	the	alerts	
that matter?”

“Let’s talk about how you 
can move beyond a SOC.”

“I can help you with your 
alert management – and 
more.”

“What if I could help you 
take a proactive approach  
to your security?”

Assets to 
share

Are You Ready to 
Respond?

How Secure Do You 
Want to Be?

M-trends 2015

ATR for Europe, Middle 
East and Africa 1H2015

The SIEM That Cried Wolf: 
Focusing on Alerts That Matter

The Numbers Game: How 
Many Alerts are Too Many to 
Handle?

Spoiler Alerts: Five 
Conventional Cyber Defenses 
Hinder Security Teams

Are You Ready to 
Respond?

Security Reimagined part 1: 
An Adaptive Approach to 
Cyber Threats for the  
Digital Age

Security Reimagined part 2: 
Building Out an Adaptive 
Infrastructure

WHAT CAN YOU SAY?
Every	customer	is	different,	but	they	all	fall	within	one	of	the	categories	we’ve	outlined	on	page	five.	Below	are	some	
potential ways you could start the conversation with your customers around alert management, and assets you can share 
with them, to move them further towards a conversation where you can introduce them to FireEye Adaptive Defense.

HOW TO USE THIS PLAYBOOK THE BENEFITS OF THE FIREEYE 
ADAPTIVE DEFENSE APPROACH

YOUR CUSTOMERS NEXT STEPS INFORMATION AND RESOURCESADVANCED THREATS —  
A MANAGEMENT CHALLENGE

WHAT CAN YOU SAY?

https://dl.mandiant.com/EE/library/WP_Are_You_Ready_To_Respond.pdf
https://dl.mandiant.com/EE/library/WP_Are_You_Ready_To_Respond.pdf
https://www2.fireeye.com/rs/fireye/images/WP-How-Secure-Do-You-Want-To-Be.pdf
https://www2.fireeye.com/rs/fireye/images/WP-How-Secure-Do-You-Want-To-Be.pdf
https://www2.fireeye.com/rs/fireye/images/rpt-m-trends-2015.pdf
https://www2.fireeye.com/EMEA-1H2015-Regional-Advanced-Threat-Report.html
https://www2.fireeye.com/EMEA-1H2015-Regional-Advanced-Threat-Report.html
https://www2.fireeye.com/rs/fireye/images/fireeye-alerts-that-matter.pdf
https://www2.fireeye.com/rs/fireye/images/fireeye-alerts-that-matter.pdf
http://www2.fireeye.com/rs/fireye/images/rpt-the-numbers-game.pdf
http://www2.fireeye.com/rs/fireye/images/rpt-the-numbers-game.pdf
http://www2.fireeye.com/rs/fireye/images/rpt-the-numbers-game.pdf
https://www2.fireeye.com/rs/848-DID-242/images/Alerts_that_Matter_FaaS_ebook.pdf
https://www2.fireeye.com/rs/848-DID-242/images/Alerts_that_Matter_FaaS_ebook.pdf
https://www2.fireeye.com/rs/848-DID-242/images/Alerts_that_Matter_FaaS_ebook.pdf
https://dl.mandiant.com/EE/library/WP_Are_You_Ready_To_Respond.pdf
https://dl.mandiant.com/EE/library/WP_Are_You_Ready_To_Respond.pdf
https://www2.fireeye.com/rs/fireye/images/fireeye-security-reimagined-part1.pdf
https://www2.fireeye.com/rs/fireye/images/fireeye-security-reimagined-part1.pdf
https://www2.fireeye.com/rs/fireye/images/fireeye-security-reimagined-part1.pdf
https://www2.fireeye.com/rs/fireye/images/fireeye-security-reimagined-part1.pdf
https://www2.fireeye.com/rs/fireye/images/fireeye-security-reimagined-part2.pdf
https://www2.fireeye.com/rs/fireye/images/fireeye-security-reimagined-part2.pdf
https://www2.fireeye.com/rs/fireye/images/fireeye-security-reimagined-part2.pdf
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Once you’ve opened the conversation with your customer, and shared 
with	them	the	assets	on	page	six,	customers	classified	as	‘concerned’,	
‘security	aware’	or	‘advanced’	may	well	be	ready	for	a	more	detailed	
discussion about FireEye Adaptive Defense.

If you need support with this conversation, get in touch with your FireEye 
Partner Account Manager, who will be happy to help.

Support available
FireEye can support you in several ways to ensure that your team is fully 
prepared to sell our solutions to customers:

• Sales training to help your team position FireEye to your customers.

•	 Technical	training	and	certification	to	help	your	teams	gain	deep	
knowledge of our products and services.

•	 Mentoring	and	shadowing	to	further	upskill	your	staff	in	the	field.

• Assistance to help you plan, build and execute on-demand generation 
campaigns that drive joint revenue.

NEXT STEPS

HOW TO USE THIS PLAYBOOK THE BENEFITS OF THE FIREEYE 
ADAPTIVE DEFENSE APPROACH

YOUR CUSTOMERS WHAT CAN YOU SAY? INFORMATION AND RESOURCESADVANCED THREATS —  
A MANAGEMENT CHALLENGE

NEXT STEPS
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Below is a list of resources you can use to support your FireEye sale. 
From sales training materials, to white papers you can share with your 
customers, to technical information that supports the sales process, it’s 
all here.

The Fuel Station
The Fuel Station contains everything you need to become a FireEye 
expert. Access and track your progress through technical and sales 
training courses based on FireEye internal training materials, access 
resources to support your sales efforts, and gain information on the 
latest FireEye developments and events. Visit The Fuel Station here.

Marketing Central
Create and run powerful, effective marketing campaigns through 
Marketing Central. With access to vibrant email campaigns, webinars 
and seminars, you can generate demand for FireEye solutions among 
your customers – and track your campaigns, allowing you to review and 
improve your efforts. Visit Marketing Central here.

Monthly Partner Newsletter
If you’re on our partner database you’ll automatically receive our monthly 
newsletter, which will keep you up to date with what’s happening in 
FireEye and the FireEye partner ecosystem, and inform you about events 
and resources available to you.

INFORMATION AND RESOURCES
Tech Talks and Corporate Webinars
Tech talks are held on the third Thursday of every month. They’re 
webinars in which a topical, technical discussion will be led by a FireEye 
systems engineer, giving partners the inside track on what issues their 
customers	are	facing,	and	what	FireEye	is	doing	to	solve	them.	You’ll	find	
your invitation to tech talks in the monthly newsletter.

Held on the third Tuesday of every month, the global webinar (like the 
newsletter) keeps you informed about FireEye and the FireEye partner 
ecosystem. If you’re on our partner database you’ll automatically receive 
invitations to these webinars, which are also advertised in the monthly 
newsletter.

FireEye Partner TV
Get insight into how best to sell FireEye products and position them 
to your customers in our video series dedicated to partners, featuring 
presentations and interviews with FireEye senior management and 
insight into FireEye propositions. All episodes are available in the Fuel 
Station.
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INFORMATION AND RESOURCES

http://tfs.fireeye.com
https://marketingcentral.fireeye.com/Orgs/Default.aspx
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To learn more about FireEye, visit:

www.fireeye.com

ABOUT FIREEYE

FireEye protects the most valuable assets in the world from those who have them in their sights. Our combination  
of technology, intelligence, and expertise — reinforced with the most aggressive incident response team — helps 
eliminate the impact of security breaches. We find and stop attackers at every stage of an incursion. With FireEye, 
you’ll detect attacks as they happen. You’ll understand the risk these attacks pose to your most valued assets.  
And you’ll have the resources to quickly respond and resolve security incidents. FireEye has over 3,100 customers 
across 67 countries, including over 200 of the Fortune 500.

© 2015 FireEye, Inc. All rights reserved. FireEye is a registered trademark of FireEye, Inc. All other brands, products, or  
service names are or may be trademarks of their respective owners. EB.HWEN-US.102015

FireEye, Inc.  |  1440 McCarthy Blvd., Milpitas, CA 95035  |  408.321.6300  |  877.FIREEYE (347.3393)  |  info@fireeye.com  |  www.fireeye.com
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